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Requirements

To do this labs you'll need:

+ To have the CentOS 8 virtual machine for the lab. Available at:
http://codeandbeer.org/virtual/Seguretat/0OVA/
centos-IDS.ova

Cowrie (SSH honeypot) installation

1. We start by installing and upgrading our CentQS system, and
adding some requirements:

dnf upgrade -y

dnf install -y python3 python3-virtualenv python3-pip git
firewalld

2. After upgrade reboot

3. We will use a special user for the setup:

useradd cowrie

4. Enable the firewall and start it

systemctl enable --now firewalld.service

5. Add access to port 2222 (used by cowrie), not permanent, we will
redirect later:

firewall-cmd --add-port 2222/tcp

6. Become the user just created:

Q IMPORTANT

We should have VirtualBox running
with a CentOS virtual machine, with
the network on NAT network, the
provided one is already at step 3 of
this guide (to save time).


http://codeandbeer.org/virtual/Seguretat/OVA/centos-IDS.ova
http://codeandbeer.org/virtual/Seguretat/OVA/centos-IDS.ova

7. We will get the last cowrie release from github:

8. Cowrie is written in python, so we will keep the required libraries
for cowrie apart of the system libreries. To do so, we will create a
virtualenv.

and install the requirements

Testing cowrie

9. Try to run cowrie:

Result shoud be similar to
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LISTEN o 128 [::]:22
[::]:%

9| (cowrie-venv) [cowrie@ids cowriel$

10. With cowrie running we can log into our machine (with SSH)

-

ssh root@192.168.1.206 -p 2222

With this result:

As you can see, we have a “linux” system running and attending
port 2222 by SSH.

11. Stop cowrie now.

bin/cowrie stop

Persistent systemd configuration

12. Edit bin/cowrie to change

#COWRIE_VIRTUAL_ENV=my-env
DAEMONIZE=""
STDOUT="no”

to

COWRIE_VIRTUAL_ENV=cowrie-venv
2| DAEMONIZE="-y"
STDOUT="yes"
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13. As root:

14. We can start cowrie then:

It will fail (SELinux prevents it from running). To solve it change
selinux from enforcing to permissive (it's beyond the scope today) in
[etc/selinux/config



Port change

15. In real life we would want Cowrie to use port 22 (and we can use
port 222, for example). To do that (not on the lab):

16. Change sshd from 22/TCP to 222/TCP. In /etc/ssh/sshd_config,
uncomment the Port line to read:

And restart sshd

17. Log out and log back in, now in port 222 if connected by SSH.

18. Now remove the old 22/TCP permissions, and redirect SSH to
cowrie:

Now ssh attacks will go to cowrie.

Uninstall 22/TCP to cowrie.

19. To undo the port redirects:
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Check with

and change back /etc/ssh/sshd_config

Logs

20. We can check what is going on on the cowrie logs:

[home/cowrie/cowrie/var/log/cowrie/

End

21. By now, stop cowrie (we will try another one)

Canary

22. We will now install Canary, another honeypot (also python),
similarly to cowrie

Last line is due to a bug in opencanary (not gets the right path
when usingsu - ).

23. We can now edit the config file (/home/canary/opencanary.conf)
and enable http.

As root:
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1| firewall-cmd --add-service http --permanent
firewall-cmd --reload

Back as canary:

opencanaryd --start

24. You will see that it starts an http server:

ss -tlnp

25. Connect to it with a browser:

1:40..
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26. And try to login, then check the logs in /var/tmp/opencanary.log
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