Virtualization Labs
Carles Mateu - carles.mateugudl.cat

1. Installation

We will install virtualbox. If using Linux do not use VirtualBox
from your distribution repositories. Got to http://virtualbox.
org, download it, and install it. And download, also, the extensions
package.

We can have several Linux variants to download, including adding
the VirtualBox repo to our system:

VirtualBox 6.1.14 for Linux

Oracle Linux 8 / Red Hat Enterprise Linux 8 / CentOS 8
Oracle Linux 7 / Red Hat Enterprise Linux 7 / CentOS 7
Oracle Linux 6 / Red Hat Enterprise Linux 6 / CentOS 6
Ubuntu 19.10 / 20.04

Ubuntu 18.04 / 18.10 / 19.04

Ubuntu 16.04

ubuntu 14.04 / 14.10 / 15.04

Debian 10

Debian 9

Debian 8

opensuUSE 15.0

0pensUSE 13.2 / Leap 42

Fedora 32

Fedora 31

Fedora 29 / 30

Fedora 26/ 27/ 28

All distributions (built on EL6 and therefore not requiring recent system libraries)

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be favored as the MDS
algorithm must be treated as insecure!

* SHA256 checksums, MD5 checksums

And we have, disregarding whichever operating system we have,
to download, and later install, the server extensions:
VirtualBox 6.1.14 Oracle VM VirtualBox Extension Pack

. All supported platforms

Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP, disk encryption, NVMe
and PXE boot for Intel cards. See this chapter from the User Manual for an
introduction to this Extension Pack. The Extension Pack binaries are released under
the VirtualBox Personal Use and Evaluation License (PUEL). Please install the same
version extension pack as your installed version of VirtualBox.

After installation we can, if needed, configure the system. There's
a couple things that we can configure on VirtualBox that are required
for most deployments:

+ Internal (Host Only) Networks:
Detalls de xarxa de només lamfitrid [ ] \

Adaptador | Servidor DHCP

Adreca IPv4: |192.168.56.1
Mascara de xarxa [Pv4: | 255.255.255.0
Adreca IPvE:

Longitud de la mascara de xarxa IPv6: |0

Cancel OK
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« Nat Networks:

Detalls de la xarxa NAT [ ]

v | Activa la xarxa
Nom de la Xarxa: [NatNetwork
Xarxa CIDR: 10.0.2.0/24
Opcions de xarxa: |v| Compatible amb DHCP

Compatible amb IPv6

Reenviament de ports

Cancel OK

They allow us to create networks that we can connect virtual
machines to that are, either restricted to only those virtual machines
connected to them plus the virtualbox host, or restricted to virtual
machines connected plus the host plus a network NAT service that
allows connected VMs to access the internet.

Once we have both VirtualBox and the VirtualBox Extensions we
can proceed to create our first VM.

2. VM Creation

When we create a VM we can opt for two methods: guided and
expert. We can select from the initial page wether we want guided or
expert mode. Here we give the VM a name, and tell VirtualBox which
operating system and variant our new VM will be. It's important to
pay atention to whether we are choosing a 32 or a 64 bit variant, as a
bad choice here, choosing a 32 bit machine when we want a 64 bit 0S
will hamper the hability of our VM to boot.
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Crea una maquina virtual [ ]
Nom i sistema operatiu
Trieu un nom descriptiu per a la maquina virtual nova i seleccioneu

el tipus de sistema operatiu que voleu instal-lar-hi. El nom que trieu
es fara servir a tot el VirtualBox per identificar aquesta maquina.

Nom: |CentOS Ser\fed |

Tipus: | Linux - [
Versié: | Red Hat (64-bit) -

Mode expert Segilent > || Cancel-la

If we continue with the guided method, VirtualBox will ask us for
the relevant parameters for the creation of the VM.
First we select the amount of RAM our machine will have access to
(limited to the amount of existing memory on the host machine).
Crea una maquina virtual [ ]
Mida de la memoria
Seleccioneu la quantitat de memoria (RAM) en megabytes que es
reservaran per a la maquina virtual.
La mida recomanada ¢s 1024 MB.
= 1024 |2/ MB
4 MB 16384 MB

< Enrere | | Seglient > || Cancella

Then we select the storage available to our machine, we can leave
our VM without hard disk, create a new virtual HD, or reuse an exist-
ing one.
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Crea una maquina virtual [ ]

Disc dur

Si ho voleu, podeu afegir un disc dur virtual a la maquina nova.
Podeu crear un fitxer de disc nou o bé seleccionar un de la llista o
des d'una altra ubicaci¢ fent servir la icona de carpeta.

Si necessiteu una configuracié d'emmagatzematge més complexa,
podeu saltar aquest pas i fer els canvis més tard als parametres de
la maquina quan estigui creada.

La mida de disc dur recomanada és 8,00 GB.

No afegeixis un disc dur virtual
e Crea un disc dur virtual ara

Utilitza un disc dur virtual existent

< Enrere Crea Cancel-la

We can create one choosing format, size, and location.

Crea un disc dur virtual [ ]
Tipus de fitxer de disc dur

Seleccioneu el tipus de fitxer que voleu crear per al disc dur virtual nou. Si no
necessiteu cap altre programari de virtualitzacio, podeu deixar aguest camp sense
canvis.

e VDI (VirtualBox Disk Image)
VMDK (Virtual Machine Disk)
VMDK (Virtual Machine Disk)

Mode expert Segiient > | | Cancel'la

Or we can go through the expert mode, that gives us the same
options as the guided one, but in only two screens:



Crea una maquina virtual

Nom i sistema operatiu
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Nom: |CentOS Server{

Tipus: | Linux

Versié: Red Hat (64-bit)

Mida de la meméria

4MB

Disc dur
No afegeixis un disc dur virtual
® Crea un disc dur virtual ara

Utilitza un disc dur virtual existent

16384 MB

Mode guiat Crea Cancel'la

Crea un disc dur virtual

Ubicacié del fitxer

CentOS Server|

| =

Mida del fitxer

4,00 MB
Tipus de fitxer de disc dur

e VDI (VirtualBox Disk Image)
VMDK (Virtual Machine Disk)
VMDK (Virtual Machine Disk)
HDD (Parallels Hard Disk)
QCOW (QEMU Copy-On-Write)
QED (QEMU enhanced disk)

8,00 GB
2,00TB
Emmagatzematge al disc dur ffsi

e Ubicat de forma dinamica

Mida fixa

Mede guiat Crea Cancel-la

3. Create one on expert mode:

Create one with the following characteristics:

Name CentOS Server 01
Operating System RedHat (64bit)
Memory 768MB

Hard Disk 4GB

Don't install anything yet to this VM.

4. VM Configuration

After we have created our new VM, we can tune several impor-
tant parameters, specially if we intend to use the newly created VM
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regularly or in production.
We can change general parameters, as the VM Name, assigned OS,

description, and optional cypher protections, etc:

'@ Ports en série

¥ uss

| Carpetes compartides
E Interficie d'usuari

CentOS Server - Parametres

VIRTUALIZATION LABS

‘ General

Basic | Avancat Descripcié  Xifratge
Nom: |CentOS Server
Tipus: | Linux

Versi6: | Red Hat (64-bit)

Cancel

The we can configure the system. We can change the memory

assigned to the VM, boot order, which kind of chipset has our virtual

motherboard, and some other “BIOS” parameters:

CentOS Server - Parametres

E General

Pantalla
Emmagatzematge
|}2 Audio

@ Xanxa

@ Ports en série

& uss

| Carpetes compartides
E Interficie d'usuari

‘ Sistema

Placamare = Processador = Acceleracio

=
Memaoria base:
4M

v L:"ﬂ Disquet | [*]

v C) Optic | [

v @ Disc dur
Q Xarxa

Xip: [PIX3 ~

Ordre d'arrencada:

Dispositiu del punter: | Ratoll PS/2 -

Funcions ampliades: [v| Habilita |/O APIC

Activa EFl (només SO especials)

v| Rellotge de maquinari en hora UTC

1024MB [T

Cancel
We can assign more CPUs and stablish CPU limits to the VM:
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CentOS Server - Parametres ® |
= General ‘ Sistema
Placa mare | Processador | Acceleracié
Pantalla
Emmagatzematge Erocessador(;):lcpu 8 CPUs !
P Audio Limit d'execucio: 100% |2
1% 100%
BP Xana
Funcions ampliades: |v| Habilita PAE/NX
@ Ports en série h
&5 use

| Carpetes compartides
E Interficie d'usuari

Cancel

And enable VT-x/AMD-V (hardware Virtualization capabilities), so
we coud run another virtual machines hypervisor inside the virtual

machine. )
CentOS Server - Parametres [ ]
= General ‘ Sistema
Placamare = Processador = Acceleracid
Pantalla
Emmagatzematge Interficie de paravirtualitzacié: Predeterminat ~
D; Audio Virtualitzacié de maquinari: v/ Activa VT-x/AMD-V
@ Xana ¥ Activa la paginacié imbricada

@ Ports en série

& uss

| Carpetes compartides
[T Interficie dusuari

Cancel

We can then configure the video card characteristics, not really
important when using servers, although we will use, during the
course, at least one machine with screen/keyboard (Kali Linux).
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CentOS Server - Parametres [ ] |
= General Pantalla
@ Sistema
Pantalla | Pantallaremota Captura de video
[D] Pantalla
Emmagatzematge Meméria de video: N T 6MB |J
P Audio Nombre de monitors: 1 =
1 8
BP Xana
3 Factor d'escala: 100% |5
@ Ports en série 100% 200%
ﬁ usse Acceleracié: | | Activa lacceleracié 3D
= Carpetes compartides Activa l'acceleracio 2D

E Interficie d'usuari

Cancel OK

But on screen configuration we can also set up the remote screen
sharing. This allows us to access the screen/keyboard of a VM no by
connecting directly hardware to the VM but by accessing through a
remote desktop connection (RDP). That's really necessary, specially
on headless setups,to configure and install things.

CentOS Server - Parametres [ ]

=] General Pantalla

@ Sistema

Pantalla | Pantallaremota | Captura de video
[D] Pantalla

Emmagatzematge Habilita el servidor
IF Audio

=Y Xana

@ Ports en série

&5 use

| Carpetes compartides

E Interficie d'usuari

Cancel OK

We can also activate video recording of the virtual machine. We
could use it to record demos and tutorials of how we do something
with a virtual machine.
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CentOS Server - Parametres o

= General ‘ Pantalla

Sistema —
Pantalla = Pantallaremota = Captura de video
oottt

Activa la captura de video

Emmagatzematge
s Audio =

B Xana |:|:H:D
£ Ports en serie *|:D

& uss e Rt (512kbPs | ]

| Carpetes compartides

E Interficie d'usuari

| Cancel ‘

We can then configure storage options: adding disks, ISO images
as CDs/DVDs, changing IDE/SATA controller characteristics, etc.

CentOS Server - Parametres ® |

H General ‘ Emmagatzematge ‘
| Sist
stema Arbre d'emmagatzematge Atributs
Pantalla A G5 Nom: |IDE |
@ Emmagatzematge [N ® Buit Tipus: |PIIX4 -|

Audio .
b= & Controlador: SATA +| Fes servir la memoria cau E/S
@ Xana - CentOS Server.vdi

@ Ports en série

& uss

= Carpetes compartides
E Interficie d'usuari

BE&S

Cancel ‘

Change audio specs of the machine:

CentOS Server - Parametres [ ] |
B General Audio |
Sistema
v Habilita laudio
Pantalla
Controlador d'audio de lamfitri6: |PulseAudi0 - |

Emmagatzematge

- Controlador d'audio: | ICH ACS7 -|
@ Xarxa

@ Ports en série

& uss

| Carpetes compartides

E Interficie d'usuari

| Cancel ‘

And one of the most important for us. Change the network be-
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haviour of the VM. We can connect up to 4 network cards, with dif-
ferent types of connections (changing, also, MAC addresses, network
card type, etc.). We can add a NAT interface (virtual machine will
have a private IP address and will access the internet through the

host):
CentOS Server - Parametres [ ]

@ General Xarxa
@ Sistema

Adaptador 1 | Adaptador 2 = Adaptador 3  Adaptador 4
Pantalla - PE el Bl

v| Habilita l'adaptador de xarxa
Emmagatzematge =
l;D Audio Connectat a:  NAT ~
07 Xana
£ Ports en serie EgAeanci
ﬁ USB Tipus d'adaptador: | Intel PRO/1000 MT Desktop (82540EM) -

| Carpetes compartides
E Interficie d'usuari Adreca MAC: 080027513583 =

v| Cable connectat

Reenviament de ports

Cancel OK

We can add a NAT Network, where the VM will be on a private
network that accesses the internet through the host.

CentOS Server - Parametres [ ] |
H General Xarxa
@ Sistema
Pantalla Adaptador 1 | Adaptador 2 = Adaptador 3 ~ Adaptador 4
g v Habilita l'adaptador de xarxa
(3)] Emmagatzematge =
I} Audio Connectat a:  Xarxa NAT -
2P Xana Nom: | No seleccionat -
£3 Ports en serie ¥ Avancat
p UsB Tipus d'adaptador: | Intel PRO/1000 MT Desktop (82540EM) -
] Carpetes compartides Mode promiscu: Denega =
E Interficie d'usuari Adreca MAC: 080027513583 ]

v| Cable connectat

S'han detectat parametres no valids &8 Cancel

Or a bridge interface, where the VM accesses the same network
as the host, through the specified interface as if it was directly con-
nected to that network:



Q General

Sistema

Pantalla
Emmagatzematge
IF Audio

@ Ports en série

&5 use

| Carpetes compartides

E Interficie d'usuari

CentOS Server - Parametres

Xarxa

Adaptador 1 | Adaptador 2 = Adaptador 3 ~ Adaptador 4
v| Habilita l'adaptador de xarxa
Connectat a: | Adaptador pont ~
Nom:  enp4s0
“ Avancat
Tipus d'adaptador: | Intel PRO/1000 MT Desktop (82540EM)
Mode promiscu: Denega
Adreca MAC: 080027513583

v Cable connectat

Cancel

And we can map host USB devices to the VM (this disallows the
host of accessing those devices):

H General

Sistema

Pantalla
Emmagatzematge
IF Audio

@ Xanxa

@ Ports en série

£ UsB

= Carpetes compartides

E Interficie d'usuari

CentOS Server - Parametres

‘ use

v Habilita el controlador USB

Madul USB 1.1 (OHCI)
®) Modul USB 2.0 (EHCI)

Modul USB 3.0 (xHCI)
Filtres de dispositiu USB

5. How to install OS

hBREHBB

Cancel

You can “insert” a CD (a .is0) image into any virtual machine, to do
that, go to the Storage parameters screen.

VIRTUALIZATION LABS
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CentOS Server - Parametres [ ] |

/= General Emmagatzematge

Sist
@ stema Arbre d'emmagatzematge Atributs
Fantalla e G5 Nom: |IDE
@ E t: Y .

Audio .
IF @ Controtador: SATA +| Fes servir la memoria cau E/S
@ Xarxa CentOS Server.vdi

@ Ports en série

&5 use

| Carpetes compartides
E Interficie d'usuari

Cancel OK

Select the Empty CD in the IDE controller. And to the right, you
have a small button to select the desired ISO image.

CentOS Server - Parametres [ ] |

H General Emmagatzematge
Sist
@ stema Arbre demmagatzematge Atributs
Pantalla & Controlador: IDE Unitat dptica: | IDE secondari mestre @
) Emmagatzematge @ linuxmint-19.3-cinnamon-... CD/DVD live f
IF Audio & Controlador: SATA Informacié
@ Xanxa CentOS Server.vdi Tipus: Imatge
@ Ports en série IR LEYE
p Usa Ubicacié: /disks/L/Torrents/linuxmint-19.3-cinnamo...
Connectata: --

] Carpetes compartides
ﬁ Interficie d'usuari

BE&e

Cancel OK

6. Configuration from command line

VirtualBox VMs can be configured not only through the Ul but from
the command line, with a tool called VBoxManage.

With this tool we can do all we can do on the Ul: create and re-
move VMs, start and stop them, configure their parameters, etc.

But there are somethings that cannot be done easyly from the Ul
interface. Some of those are really interesting for us.

7. Listing VMs

First of all we will have to list our VMs, as we will be using either
their name or their UUID to issue requests throught VBoxManage.
So we list them with:

$ VBoxManage list vms
"docker-provider” {7919b9c7-0e92-41e2-8609-478ec57d8900}
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Victimo1” {54f7319d -7ea8-4833-bcsd-479ead60652d }
{e67098b2-64cs4-4fob-a96a-3fo5e20474f9}

"CentOS Server” {da89sbef-5efo-4794-b1f8-9ac58b69b816}

We can use, in all commands, either the name or the UUID to refer

to a VM.

8. Network traffic tracing

We can activate a network trace on any nic. That will store on a
given file all the data comming in and out of a network interface.

For example, to store all network traffic on NIC 1 to network-nic-1-
dump.cap we can do:

$ VBoxManage controlvm da89sbef-5efo-4794-b1f8 -9ac58b69b816
nictracefile 1 network-nic-1-dump.cap

$ VBoxManage controlvm da89sbef-5efo-4794-b1f8 -9ac58b69b816
nictrace 1 on

9. Mapping PCI NICs

Instead of adding Network connections through the host NIC
(either NAT or bridged interfaces), we can map PCI network cards
to the VM directly, bypassing completely the server. This is useful
on scenarios where we are using real server hardware and some VM
requires more throughput than the others.

To attach a PCI NIC to a VM we can do:

$ VBoxManage modifyvm da89sbef-5efo-4794-b1f8-9ac58b69b816 --
pciattach 04:00.0

To get the PCI bus ID of any hardware, on Linux, use: lspci

S lIspci

00:00.0 Host bridge:

11)
00:03.0 PCI

Intel Corporation Core Processor DMI (rev

bridge: Intel Corporation Core Processor PCl Express

Root Port 1 (rev 11)

00:08.0 System peripheral:

Intel Corporation Core Processor

System Management Registers (rev 11)

00:10.1 System peripheral:

Routing
00:1a.0 USB
Chipset
00:1a.1 USB
Chipset
[...]
oo:1f.5 IDE
Chipset
01:00.0 VGA
GeForce

Intel Corporation Core Processor QPI
and Protocol Registers (rev 11)

controller: Intel Corporation 5 Series/3400 Series
USB Universal Host Controller (rev 06)

controller: Intel Corporation 5 Series/3400 Series
USB Universal Host Controller

interface: Intel Corporation 5 Series/3400 Series
2 port SATA IDE Controller (rev 06)

compatible controller: NVIDIA Corporation GP10o4 [
GTX 1070] (rev a1)

01:00.1 Audio device: NVIDIA Corporation GP1o4 High Definition
Audio Controller (rev a1)

02:00.0 USB

controller: VIA Technologies, Inc. VL80ox xHCI USB

3.0 Controller (rev 02)
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03:00.0 SATA controller: JMicron Technology Corp. JMB363 SATA/
IDE Controller (rev 02)

03:00.1 IDE interface: JMicron Technology Corp. JMB363 SATA/IDE
Controller (rev 02)

04:00.0 Ethernet controller: Realtek Semiconductor Co., Ltd.
RTL8111/8168/8411 PCl Express Gigabit Ethernet Controller (

rev 03)

10. USB Attach

From the Ul we can attach USB devices present on the host or
generic (empty) devices that we can modify with the info of a given

device.

But from the command line we can do, additionally, that while,
simultaneously storing the USB traffic on a file (akin to a network

trace file).

We will need either the USB address on host or the UUID, we can

get it with:

S VBoxManage list usbhost

Host USB Devices:

UUID:

Vendorld:
Productld:
Revision:

Port:

USB version/speed:
Manufacturer:
Product:

Address:

4447 efff -7912-4cfd -9791-491eff46aa2d

ox12¢9 (12C9)

ox1017 (1017)

1.66 (0166)

2

2/ Full

E-Signal

USB Gaming Mouse
sysfs:/sys/devices/pcio000:00/0000:00:1a.7/

usb1/1-1/1-1.4/1-1.4.3// device:/ dev/vboxusb/001/007

Current State:

UUID:

Vendorld:
Productld:
Revision:

Port:

USB version/speed:
Manufacturer:
Product:

Address:

Busy

443f59df -e0a3-4669-8a9c-7ee34c8568ch

oxod8c (oD8C)

0x0012 (0012)

1.0 (0100)

.

1/ Full

C-Media Electronics Inc.

USB Audio Device
sysfs:/sys/devices/pcio000:00/0000:00:1a.0/

usb3/3-2//device:/dev/vboxusb/003/002

Current State:

UuID:

Vendorld:
Productld:
Revision:

Port:

USB version/speed:
Manufacturer:
Product:

Address:

Busy

a965ad72-ffd1 -49e2-883d-f40e47049b05

0x046d (046D)

oxc317 (C317)

0.112 (00112)

o}

1/ Low

Logitech

USB Multimedia Keyboard
sysfs:/sys/devices/pcio000:00/0000:00:1a.7/

usb1/1-1/1-1.4/1-1.4.1// device:/ dev/vboxusb/001/006

Current State:

Busy

14
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UulID: ba7dc9a7-1d94-4f29 -a0a2-a3092539a49d

Vendorld: oxos46d (046D)

Productld: oxo8c3 (08C3)

Revision: 0.5 (0005)

Port: 2

USB version/speed: 2/High

Manufacturer: Logitech, Inc.

Product: Camera (Notebooks Pro)

Address: sysfs:/sys/devices/pcio000:00/0000:00:1a.7/
usb1/1-1/1-1.3//device:/dev/vboxusb/001/004

Current State: Busy

So, to map the USB camera dumping all traffic to a file:

$ VBoxManage modifyvm da89sbef-5efo-4794-b1f8-9ac58b69b816
usbattach bazdc9a7-1d94-4f29 -ao0a2-a3092539a49d --capturefile
camera-usb.cap

11. Headless Mode

We can run VirtualBox VMs without requiring a screen and key-
board to use the GUI. To do that we have a command, called VBox-
Headless.

We can start a VM with:

S VBoxHeadless -startvm da89s5bef-5efo-4794-b1f8-9ac58b69b816

or an equivalent VBoxManage command:

S VBoxManage startvm da89s5bef-5efo-4794-b1f8-9ac58b69b816 --
type headless

To stop/reset/etc the VM we have the VBoxManage controlvm
command:

$ VBoxManage controlvm da89sbef-5efo-4794-b1f8-9ac58b69b816
poweroff

If we are running a headless VM that requires screen interaction,
if we configure the remote display on that machine, we can use any
RDP client to access the VM screen.

12. Storage management

We can do all the things we can do with the Ul using the command
line tool, and some more, but storage management is a bit complex
and the Ul makes it easy for almost all cases. But there is a usage,
that we can require, specially if we have to do a forensics analysis of
a machine that has to be done using command line.

That usage is giving to VM complete access to an existing physical
Hard Disk (or partition on an existing physical Hard Disk). That way
the VM will behave as is that HD was in fact it's configured HD.

To do that we will create, first, a VMDK (virtual disk image) that

has no storage but references the physical HD, for example, /dev/sdf Q IMPORTANT
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$ VBoxManage internalcommands createrawvmdk -filename ourimage.
vmdk -rawdisk /dev/sdf

This will create a file ourimage.vmdk that we can attach to the VM,
either using the Ul or with:

$ VBoxManage storageattach da89sbef-5efo-4794-b1f8-9ac58b69b816
--storagectl "IDE Controller” \
--port o --device 0 --type hdd --medium ourimage.vmdk

We can use this to test a suspect HD (after making copies of it) on
a VM, not on the real host, isolating it from the network while tracing
all traffic, for instance.

13. Our scenario

This is the network scenario we will be building:

1
Servero1
&
NATNetwork :::f InternalNet
wewal/
Attacker Servero2

14. Create Servero1, Serveroz, Firewall and Attacker

For Servero1 we can reuse the already existing VM. To add an
indentical machine (Servero2) we can either add an new VM with
the same characteristics or we can clone the existing Servero1 and
changing its name.

Create now, both, the Firewall and the Attacker:

Name Firewall
Operating System RedHat (64bit)
Memory 768MB

Hard Disk 4GB
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Name Kali Linux
Operating System  Debian (64bit)
Memory >1024MB

Hard Disk >8GB

15. Create the networks

On the one hand we have to create the Internet for our scenario,
so we will create a NAT Network, call it natnetwork. On the other
create an internal network, call it, internaltnet.

When created, assign interfaces as depicted, i.e., firewall to both
networks, attacker to both networks, and the servers only to the
internal network.
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